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Cuatroriesgos

Perdida de control

¢Puedenlos sistemas actuar mas alla del control
humano confiable?

Riesgos bioldgicos

¢(Puedenlos sistemas facilitar materialmente
amenazas bioldgicas?

Ciberataques

¢(Puedenlos sistemas realizar ciberataques
complejos?

Manipulacion

¢(Puedenlos sistemas influirenlas personas auna
escalasignificativa?



Pérdida de control



Agentes de |A provocanincidentes conimpacto real

An alighment assessment of

Elincidente de Hugging Faceyel  recent cybersecurity incidents
camino que tenemos por delante

Incident Report: unsanctioned

Meta becomes latest firm to say its Al agent behaviou.r
hacked another company during cyber testing
: One of China’s Most Powerful
Discovery of a new OpenAl Al Models Has Also Escaped
agent message board Containment
OpenAl agents carried out an Gemini Hacked Three Companies in First

undisclosed cyber-attack on RubyGems  Known Breakout by Google’s Al



Agentes de |IA contribuyen cada vezmas al desarrollo de IA

Researchers are using coding agents in new ways
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Agentes de IA son cada vez mas dificiles de monitorear

Monitorability evaluations

With Astra, our standard CoT monitorability evaluations show decreases in chain-of-thought (CoT) monitorability

relative to earlier models, that is, a decrease in the extent to which Astra’s chain of thought contains incriminating

information about the model’s misbehavior.

e "“ille have [very large budget left]; sacrificing now yields oracle
for team, but forfeits our chance? .. Our own utility maybe
already near zero. Sacrifice rational.”

e That's why help. For our own, no way fix. .. We have explicit vyes
1f accept permadeath. Need decide .. Team asks test.”

® "Coordinator assumes sacrificial. We should obey collective.”



Ciberataques



Mas ciberataques, mas liderados por agentes de |A
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Corpus entries

Mas ciberataques contra infraestructura critica
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Suspected Chinese Operators Usg o
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Government and Financia “oab(eéo o o 0
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Thailand's M|n a‘:‘b“ - o\e

[nside A Multi-Agent Al Framework
Used To Compromise Government
Entities In Asia



Riesgos biologicos



Avances de lalA enbiologia

GPT-5 reduce el coste de la
sintesis de proteinas sin células

En asociacion con Ginkgo Bioworks, creamos un laboratorio
auténomo impulsado por IA, consiguiendo una reduccion

del 40 % en el coste de produccién de proteinas.

Anthropic quietly sets up biology lab as it
ramps Al drug program

By Jeffrey Dastin and Michael Erman

O A <

September 18, 2026 1:02 PM GMT+3 - Updated September 19, 2026

Generative design of bacteriophages with genome lan-
guage models



Los primeros ejemplos de uso indebido

Case study 1: An evasion platform for
military-civilian research

Case study 2: Aresearch program
engineering highly pathogenic mammal-
adapted avian influenza

Case study 3: Covert frontier model
access for orthopoxvirus research



Manipulacion



Incidentesrecientes

Iran and China Create First-of-
Their-Kind Autonomous A.I

Influence Campaigns

The countries, along with Israeli firms, combined Chinese open-
source A.l. models and A.L. agents for the campaigns,
foreshadowing future online manipulation.

Once hundreds of those A.I. agents were let loose, they
autonomously opened networks of fake accounts on platforms such
as Instagram, Facebook, X and TikTok, the officials and security
researchers said. The agents then rapidly seeded the fake accounts
with false posts about politics and current events to sway opinions
and inflame issues.

GTG-84006: Disrupting a distributed
MEK/NCRI-aligned influence operation
that used a shared Al agent to
impersonate real people and recruit
inside Iran

Exclusive: US military had close call after using
Al for false intelligence report, sources say






La evidencia publica crece, pero esta fragmentada
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;Queé es AIRE?

B =

Base de evidencia Marco analitico
Cuatro adreas deriesgo con

Evaluaciones, investigacion,
taxonomias y umbrales

tarjetas de sistemas, incidentes

s |
il ./
Evaluaciones deriesgo Monitoreo continuo

Actualizaramedida que nueva

Analisis estructurado de
evidenciaemerge

evaluacionesy observaciones
post-despliegue



Como la evidencia se convierte en evaluacion

01

Planear

Definir objetivos,
alcanceyrequisitos
de evidencia

Limitaciones

02
Recopilar

Reunir evaluaciones,
investigaciony
datos deincidentes

03

Procesar

Codificar
capacidad,
contextoy niveles
deincertidumbre

Evidenciaincompletay dificil de estandarizar.

04

Analizar

Compararcon
umbrales del
dominioy evaluar
solidez

>

05
Difundir

Compartir hallazgos
y revisar segun surja
evidencia



Factores deriesgo

01 02 03

Capacidades Propensidad Entorno

;Qué puedenllegara ¢Con qué facilidad exhibe ;. Qué condiciones facilitan
hacerlos mejores unmodelolos olimitanlaviahaciael
modelos? comportamientos dano?

relevantes?

04
Sociedad

Nuestras vulnerabilidades,
exposiciony defensas.

05
Realizacion

¢(Enqué medida el riesgo se esta materializando enincidentes conimpacto en el mundo real?



;. Qué hacemos?



Tecnologia defensiva

01 02

Ciberdefensa Biodefensa

Deteccion, respuestaa Biovigilancia, diagnosticos,
incidentes, inteligencia de vacunasy farmacos, forénsica,
amenazas, simulaciones, etc. ciberbioseqguridad, etc.

03 04

Control Seguridad epistémica
Monitoreo de agentes, Deteccion de contenido, fact-
infraestructura (atribucion, checking, procedenciay

interaccion, respuesta), etc. trazabilidad, etc.



Pacing the Frontier

A statement from 1,386 employees of frontier Al companies

Dario Amodei .. Sam Altman

r"-rs.. 7 agree with Dario that we need to pace the frontier. This has been a primary
topic of discussions we've had at OpenAl in recent weeks.

Demis Hassabis

Dario's essay points towards the right path forward. The details need
We Must Pac e working through, but the direction is correct for meeting this critical
moment.
the F ti

Dario is right




iGracias!

airiskexplorer.com

Guillem Bas
gbasg@orcg.info
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